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FHE

Goal:

Enc(𝑥) ⊕ Enc(𝑦) ≃ Enc(𝑥 + 𝑦)

Enc(𝑥) ⊗ Enc(𝑦) ≃ Enc(𝑥 × 𝑦)
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FHE

Goal:

Enc(𝑥) ⊕ Enc(𝑦) ≃ Enc(𝑥 + 𝑦)

Enc(𝑥) ⊗ Enc(𝑦) ≃ Enc(𝑥 × 𝑦)

Common problem:

Enc  contains noise

⇒ refresh noise/bootstrap
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Ciphertexts

LWE
Enc : ℤ𝑞 → ℤ𝑛

𝑞 × ℤ𝑞
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Ciphertexts

LWE
Enc : ℤ𝑞 → ℤ𝑛

𝑞 × ℤ𝑞
NTRU (scalar)

Enc : ℛ𝑞 → ℛ𝑞
(ℛ𝑞 = ℤ𝑞[𝑋]/⟨𝑋𝑁 + 1⟩)
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Ciphertexts

LWE
Enc : ℤ𝑞 → ℤ𝑛

𝑞 × ℤ𝑞
NTRU (scalar)

Enc : ℛ𝑞 → ℛ𝑞
(ℛ𝑞 = ℤ𝑞[𝑋]/⟨𝑋𝑁 + 1⟩)

NTRU (vector)
Enc : ℛ𝑞 → ℛ𝑞

ℓ
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Decrypting LWE

▶ Enc(𝑚) = (𝒂, 𝑏 = ⟨𝒂, 𝒔⟩ + 𝑒 + Δ · 𝑚)
▶ Dec(𝒂, 𝑏) = ⌊𝑏−⟨𝒂,𝒔⟩

Δ ⌉
▶ 𝑒 < Δ

2 !
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Bootstrapping

▶ The idea: decrypt homomorphically

0 · 𝑋 3
4𝑁+1 + … + 0 + 0 · 𝑋 + … + 0 · 𝑋𝑁

4 + 1 · 𝑋𝑁
4 +1 + 1 · 𝑋𝑁

4 +2 + … + 1 · 𝑋 3
4𝑁

▶ Rotate this polynomial
▶ 𝑃(0) = 𝑚
▶ Cannot know by how much (leaks 𝒔)
▶ “Blind rotation”
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Blind rotation

▶ 𝑃 = 𝑡(𝑋) · ∏𝑖 CMux𝑖(𝑎𝑖)
▶ CMux𝑖(𝑎𝑖) ≃ Enc(𝑋𝑎𝑖·𝑠𝑖)
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Blind rotation

▶ 𝑃 = 𝑡(𝑋) · ∏𝑖 CMux𝑖(𝑎𝑖)
▶ CMux𝑖(𝑎𝑖) ≃ Enc(𝑋𝑎𝑖·𝑠𝑖)
▶ Binary 𝑠

▶ CMux𝑖(𝑎𝑖) = 1 + Enc(𝑠𝑖) · (𝑋𝑎𝑖 − 1)
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Blind rotation

▶ 𝑃 = 𝑡(𝑋) · ∏𝑖 CMux𝑖(𝑎𝑖)
▶ CMux𝑖(𝑎𝑖) ≃ Enc(𝑋𝑎𝑖·𝑠𝑖)
▶ Binary 𝑠

▶ CMux𝑖(𝑎𝑖) = 1 + Enc(𝑠𝑖) · (𝑋𝑎𝑖 − 1)
▶ General (larger) 𝑠

▶ Same security, smaller LWE dimension 𝑛
▶ ⇒ more efficient bootstrapping
▶ CMux: 𝑃 = 1 + ∑𝑗≠0 Enc(𝛿𝑠𝑖,𝑗) · (𝑋𝑎𝑖·𝑗 − 1)
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Blind rotation

▶ Alternative: automorphisms of ℛ𝑞
▶ Introduce by Xiang et al. (Crypto’23)
▶ Slightly altered ciphertext
▶ Supports any key space

▶ Double the number of “external products”
▶ Larger evaluation keys
▶ Diminishing returns from larger and larger keys
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Larger message space

▶ From bits to ℤ2𝑘
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Programmable bootstrapping

▶ 𝑃 = 𝑡(𝑋) · ∏𝑖 CMux𝑖(𝑎𝑖)
▶ 𝑡(𝑋) contains plain messages
▶ Embed lookup table
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